


Applying software patches and updates seems to be a 
crucial task if we want to keep our computers secure. 
Timely software patching may be a requirement of 
many authoritative standards and regulations. The 
αŎƻƳƳƻƴ ǎŜƴǎŜά ŘƛŎǘŀǘŜǎ ǘƘŀǘ ƻƴŜ ǎƘƻǳƭŘ ƴƻǘ ŘŜƭŀȅ 
applying security patches. And as usually, the reality 
turns out to be much more complex.

This is our first survey revealing struggles and obstacles 
companies and individuals deal with when they try to 
be up to date with security patching. It was inspired by 
security-aware individuals that opened the debate of 
their patch fatigue after the Equifax attack. One thing to 
keep in mind is that our respondents reach was 
somewhat limited to social media bubbles and our 
geographical location, but we truly hope to make it an 
extended and repeatable exercise over the following 
years.

So why is patching such a challenge to execute? Before 
we dive intoa detailed exploration of existing security 
ƎŀǇΣ ƭŜǘΨǎ ǊŜǾŜŀƭ ƻǳǊ ǊŜǎǇƻƴŘŜƴǘǎΨ top answer: 

It is hard because it could break 
systems.





Q1: In what country do you work?

α{ŜŎǳǊƛǘȅ tŀǘŎƘƛƴƎ ƛǎ IŀǊŘ нлмтά ǎǳǊǾŜȅ ǿŀǎ ŎƻƴŘǳŎǘŜŘ ŦǊƻƳ 
the beginning of June to the end of August 2017. We received 
340 answers, majority of them from North America and 
Europe.Answers came from 38 countries: 156 from United 
States, 26 from UK with Northern Ireland and Slovenia (yes, 
ǘƘŀǘΨǎ where we come from), 16 from Canada, 15 from 
Germany. 

For the sake of simplicity we classified industries in 26 
categories, 6of which represent 72% of respondents, with 
α¢ŜŎƘƴƻƭƻƎȅά ŀǎ the prevailing answer.    

We assumed different job roles would provide job-specific 
ŀƴǎǿŜǊǎΦ αL¢ !ŘƳƛƴƛǎǘǊŀǘƻǊǎά ŀƴŘ αL¢ {ŜŎǳǊƛǘȅ {ǇŜŎƛŀƭƛǎǘǎά ǿŜǊŜ 
in majorityΣ ŦƻƭƭƻǿŜŘ ōȅ  αaŀƴŀƎŜǊǎκ/-ƭŜǾŜƭ aŀƴŀƎŜǊǎάΦ

We did not ask specific questions about their patch 
management processes or the tools they are using.



Q2: Which of the following best describes the principal industry of your organization?

Q3: Which of the following describes your job role best?



Q4: How many computer systems are in your network?
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Q5: Which is the prevailing operating system in your network?
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The survey answerers 
are operating in 
small, big and huge 
networks. Prevailing  
participantsΨ
networksconsist of 
21-500 desktops, 
servers, special 
hardware and mobile 
devices.

hǳǊ ǊŜǎǇƻƴŘŜƴǘǎΨ 
hardware inventory 
on servers and 
desktops is still 
dominated by 
Windows. There are 
obvious unknowns 
about operating 
systemsrunning on 
special hardware and 
IoTdevices and this 
could present future 
security risks.



Staying upto date with software versions in a complex enterprise or even 
home IT environment could be overwhelming, but neglecting security 
patches that are often released at an unmanageable rate could lead to 
poor cybersecurity hygiene. 

¢ƘŜǊŜΨǎ ƴƻt just one simple reason for the wide security gap in many 
enterprise networks, but according to our survey results IT 
administrators, security professionals and managers strongly agree that 
the main reasons are not related to lack of money or security awareness.  

Almost three quartersof respondents worry that software updates could 
break their production systems.  More than half ƻŦ ǘƘŜƳ ŘƻƴΨǘ ǿŀƴǘ ǘƻ ōŜ 
disturbed during their business processes.  Almost half of IT personnel 
ŎŀƴΨǘ ŀŦŦƻǊŘ ŘƻǿƴǘƛƳŜ ŎŀǳǎŜŘ ōȅ ǊŜōƻƻǘƛƴƎcritical systems and dislike
functionality changes rollingout with security patches.

In the segment of enterprises with high volume (>500) of special 
equipment, 73% respondents complain that they have to perform 
extensive acceptance tests. 
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