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Overview CONTENTS

Applying software patches and updates seems to be a2 OVERVIEW
crucial task if we want to keep our computers secure.

Timely software patching may be a requirement of
mangauthoritati\s)evstang@rdsyand Leg\t?latipn'ﬁne . 3 ,KEY TA)KEVAWAYS - P
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applying security patches. And as usually, the reality 4
tu%gogt to be rm)ch more complex. y / BY THE NUMBERS

This is our first survey revealing struggles and obstaclé&s

companies and_indiv%uals dea with%v en they try to SECURITY GAP

be up to date with security patching. It was inspired by

securityaware individuals'that opened the debate of ~ 9 LECACY ISSUES

their patch fatigue after the Equifax attack. One thing to

keepin mind is that our respondents reach was

somewhatlimited to social media bubbles and our 11 RELATIONSHIP WITH
geographical location, but we truly hope to make it an

extended and repeatable exercise over the following VENDORS

years.

So why is patchinq such a challenge to execute? Beford THE NEED FOR
we dive intoa detailed exploration of existing securﬁg . .
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. _ 5 RISKS FROM DELAYED
It is hard because it could break SECURITY PATCHING

systems
7 FINAL THOUGHTS

SECURITY PATCHING IS HARD

Opatch.com

"We would like to
quickly un-apply
a patch"

v

"We fear updates
could BREAK "Patching

systems" MANAGER our daily business"
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"Security patching is hard
because it COULD BREAK

STUFFE."
"Being able to
quickly un-
"WE HAVE apply a patch
LEGACY P

SYSTEMS

. would help
working on UNSUPPORTED O us sooth
PLATFORMS that would be O our patch

EXPENSIVE to update or replace. fatigue."

'790/ Decoupling security patches
O from the functional ones

would help accelerate applying security patches.

53% Managers:

"We don't
want

functionality
with our changes

applications
and latest OS
version."




By the
Numbers
PEOPLE
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the beginning of June to the end of August 2017. We received

340 answers, majority of them from North America and

Europe Answers came fror88 countries: 156 from United

States, 26 from UK with Northern Ireland and Slovenia (yes,

i K lwihékgiwe come from), 16 from Canada, 15 from

Germany.

For the sake of simplicity we classified industries in 26

categories, ®f whichrepresent 72% of respondents, with

a ¢S OK Y 2thepmaifing andwer.

We assumed different job rolesowld provide jobspecific

I yagSNAR® aL¢ ! RYAYAAGNI G2NRBRG |
inmajority. F2ff 2SR && @Sd a lay Iy SINGENE/

We did not ask specific questions about theatch
managemenprocesses or the tools they are using.

COUNTRIES

North America : \u!
LCOLh
¥4
. ),." »

South America

Europe

L 1
4

=

Oceania o
! o
¥

v 4

Africa

Q1: In what country do you work?
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By the
Numbers
PEOPLE

INDUSTRIES

©

TECHNOLOGY: 27% FINANCE: 12% EDUCATION: 12%

5

1N

GOVERNMENT: 10% HEALTH: 6% MANUFACTURE: 6%

Q2:Which of the following best describes the principal industry of your organization?

IT Administratoor TS it
ecurity
36% Specialist
20%
Others Manager
[+ Senior M
21% endor anager

0

C-Level Manager

Programming Director
Specialist 8%
5%

Q3: Which of the following describes your job role bést
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By the
Numbers
DEVICES

160
140 137
120 113116

120 106
The survey answerers'®
are operating in 80 L
small, big and huge 61 62 61

. 60 53
networks. Prevailing 45
participantsV 40 3 - 35
. 26

networks consist of
21-500 desktops, 20 s 8 I 7 I I I I
servers, special 0o ™ - W |
hardware and mobile Desktops Servers  Special hardware Mobile devices
devices. #0 m1-20 m21-500 m501-5000 m >5ooo m Unknown

Q4: How many computer systems are in your netw@rk

350
309
hdNJ NBaLezyReEiaw
hardware inventory 559 34
on servers and

desktops is still 200 185
dominated by 141
Windows. There are 150 s
obvious unknowns 89" % 87

i 69
about operating 5 5 »
systens running on 50 12
special hardware and ol ¢ 6 f 6 1 88 12 I6 712 I
loTdevices and this 0 = - - o=
could present future Windows  Linux/Unix MAC OS/IOS Android Other Unknown

security risks. mDesktops ®Servers = Special hardware mIoT  m Mobile devices

Q5: Which is the prevailing operating system in your netw@rk
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46% 26%

41%

30% 149

m Agree | Strongly Agree

Staying upo date with software versions in a complex enterprise or even
home IT environment could be overwhelming, but neglecting security
patches that are often released at an unmanageable rate could lead to
poor cybersecurity hygiene.

¢ K 'S NI j¥saong/sitnple reason fahe wide security gajm many
enterprise networksbut according to our survey results IT

administrators, security professionals and managers strongly agree that
the main reasons are not related to lack of money or security awareness.

Almost three quartersof respondents worry that software updates could

break their production systemdvlore than half2 ¥ G KSY R2y Wi
disturbed during their business process@dmost halfof IT personnel -
OFyWwWid | FF2NR R?2 ﬂYudhﬂﬁeSsy@elmdmtﬂsH(eoe NI
functionality changes ratig out with security patches.

In the segment oénterprises with high volum&>500) of special
equipment 73% respondents complain that they have to perform
extensive acceptance tests.
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